3L
English NOTE

FIOFRER e, S FRIE 2, 8L “link device” ] i I, 2R )5 4K 7% 4 i “ RF Reset”->”Find
Card”->"Card Reset”->"Go To Application Example”

Start application, choose special communcate port the reader used, click “Link Device” to
open,then “RF Reset” -> “Find card” -> “Card Reset” -> “Go To Application Example”, as follow:

e
(N

- Desfire |£|

Dewice

" UzB f+ COM ID:IMl vI Link Dewice | Clase Dewice I

EF Reset | Find Card I Card Reset I o To Application Example I

Card Bezet Ok!Bezet Information:OBTSTTSI0Z2E0
Card Serial Humber: S504853E11801D50

BF Rezet Olk!

dewice link OE!

Clear | Exit |

FEAT IR 55— NI, i sl i,

Click “Authenication” to authen default master key in the dialog popup,



Application Demo

FICC operate Ihpplicatinn Lewel Dperatinnl File Dperatinnl

Master Kew: IEIEIDDEIEIEIDEIEIDDDDDDDDDDDDDDDDDDDDDD Authenication |

Fet Versionl I Format This Card |

Get Current AFPS |

Delete Selected AFF |

&I IDDDDDI Koy Setting: IDF Hum 0f Key: IUE
Add ATD |

Hote: HepSetting(Sbit), the first 4 bitz are Changkey Acceszz Right, bit3 codes
Configuration is chengable, bitZ codes createfdelete without masterKey authen, bitl
codes  file direct access without MasterKEey authen, bitD codes Masterkey changeable.

Authenication of Master Keyx 0kl

WA )G, B E AID, Key Settting, Num of key %t CGX HUEFREREIW]), #%
J i Add AID SRR In—AN W A

Edit paramters AID / Key setting / number of key, or set them as default, create a new AID by
click “Add AID”,



Application Demo — .x_

FICC operate Ihpplir_'ation Lewel Dperatinnl File Dperatinnl

Naster Key: IEIEIEIEIEIEIEIEIDDDDDDDDDDDDDDDDDDDDDDDD Authenication |

Gat 1."ersin:-nl I Format This Card |

ret Current AFFS I

Delate Selected AFP |

AT IDDDDDI Key Setting: IDF Fum Of EKey: IUE
Add ATD |

Wote: KeySetting(Bbit), the first 4 § Hew ATD Create 0Kl L Rioht bit3 codes
Configuration is chengable, bit? code masterKey authen, bitl
codes  file direct access without M e de=s Maszterkey changeable.

Desfire |g|

Authenication of Master Key Ok!

g
Navigate to page “Application Level Operation” , you can create files by config file setting like
under:



Application Demo

FICC operate Application Lewel Operation IFile Dperationl

Applications IDDDUUl

Get FileID= OE!

Application Demo

FIDI Type I CamZe. .. I Aee
o1 5., plain sea
oz C... plain eee
SJ 1] ] EL

LI Selete AFF | KeySettingl I

Get ALl FileIDs | K |E' (decimsl 0-14)

Cur—Key [00000000000000000000000000000000
Delete Sel-File |

—#hdd Hew File

HewEey IEIEIEIDDEIEIEIDDDDDDDDDDDDDDDDDDDDDDDD

Authen | ChangeKey |

(+ Data File " Value File " Record File Add File | ChengeSet|

File ID: |Dl 11 LowerLimit: | (4]
(11  VUpperLimit: I (4)
21 Value: I 4

Com Setting: 00

AecescRight: |2eee

File Size: (200000  (3) LimitCreditEn: | (1)
Record Size: (20000 3 Max Wumber: |LO0000 (3}
P —/ pic-1

FICC operate Application Lewel Operation |File Dperationl

Applications IDDUUDl

Get FileIDl= OE!

FID I Type I Com3e. .. I hee
01 3...  plain eee
0z C... plain cee
fJ 1T ] 33

LI Selete AFF | KeySettingI I

Get ALL FilaIDs | e |E' (decimal O-14)

Cur—Key [00000000000000000000000000000000
Delete Sel-File |

—#hdd Hew File

HewKey IEIEIEIDEIEIEIEIDDDDDDDDDDDDDDDDDDDDDDDD

Authen | ChangeKey |

(" Data File (" Valus File & Record File Add Fils | ChangaSet

File ID: |D2—(1) LowerLimit:|—(4J
(17 UpperLimit: I—E4J
hoeessRight |2eee =y} Value: I 41
File Size: |2'3'3"3"3'D (3] LimitEreditEn:I (4}

050000 (3) 100000 (3

Com Setting: (00

Record Size: Max Humber:

P —/pic-2



Application Demo

PICC operate HApplication Lewel Operation |File Dperatinnl

Applications 000001 | selete aPP | KeySetting | |

FID | Type | Com3e. .. | Acc  goy 411 FileIls | EeyH0 |E' (decimal 0-14)

Cur—Key [00000000000000000000000000000000
Delete Sel-File |

HewEey IEIDEIEIDEIEIEIDDDDDDDDDDDDDDDDDDDDDDDD

Authen | ChangeKey |

(" Data File ( Value Fils (" Record Fils Add File | ChangeSet|

File ID: |'33 (1) LowerLimit: [F0000000 (4]
Com Setting: I':|E| 1 UpperLimit: Iffffl:":":":| 41
Aocesshight |2eee ) Value: (28030000 4

File Size: | (3) LimitCreditEn: |Ul (1)
Becord Size: I 3l Max Humber: I 3]

—hdd Hew File

< |

Create Yalue F1le 0K

| »

P —/pic-3

i 3ANER R, 2l B T A G R SO ARSI DUSAE SO B E R
The pictures (pic-1/2/3) show how to create data(binary) file, value file, record file.

SR
PARAMTER:

File ID: SCPFA#IAS. W1 01,02...
FilelD: ID of file, eg. 01, 02...

Com Setting: H:52 )& communication setting, 1% % /7 20 & & 00: B SCH0 4 4% 3 A% i,
01:MAC 5% /75, 03: DES/3DES Ml 7 sUA%4

Com Setting: communication setting, values 00- type as plain text; 01- type as MAC verify;
03-type as DES/3DES cipher text.

AccessRight: 15 ir] 77 2. 0~13 ACREIUEX N 258, OXE H Ui, 4 M7l

<> AR AR (ReadData, WriteData, GetValue, Debit, LimitedCredit,
Credit)

<> BT AR

<> AR (ReadData, GetValue, Debit)

> EHRR (WriteData Debit, LimitedCredit)

AccessRight: Type of access, values 0x0~0xd means needing verify special key before access,



OXE means free access, all 4 half-byte meaning map:

<~ Read and Write (ReadData, WriteData, GetValue, Debit, LimitedCredit,
Credit)

<~ Update

< Read (ReadData, GetValue, Debit)

< Write (WriteData Debit, LimitedCredit)

XA 5, X EIE NS HOE RAMRALAERT, S E 517750, 4140, 100000 (&
B, R RIHT 16 4&ids%, 200000 (), FoRSCHER/N R 32 7T,

Note: When length parameter, the low bit at head, high bit at tail. For example, it means 16(dec)
records all total when setting as 100000 (see pic-2); It means 32(dec) bytes total this file size when
setting as 200000.

BE RSO
Read / Write binary file

MBSO R AR LU L, AE SO HE T R S A ) RIS, AT DAAE RIS
AR AT SR T .

Select one binary file in the list box left, test read/write in the R/W area.

[PACT(FINT S (i
Read/ Write cycle record file:



Application Demo L | X

FICC nperatel bpplication Lewel Operation File Operation I

KeyHo: IEI leey: IEIEIEIEIEIDEIDEIDDDDDDDDDDDDDDDDDDDDDDD futhen |

Select Current file

Standard Data File
FID I Type I ComZe. . . I hoces
o1 Standard. .. plain eeae
oz CyClicRe... plain eeae

Desfire |X| Length Ia Read | Write |

(.B Write OKI
|u
WE | |u

MeEit | IU

4| 1l ] 3|

—Record File
|1 122353445566 TTEE

IZIffsetll:I H‘-““RECUTCIII Read.Recnrdl Len IE HriteRecard Deletedll

Application Demo

FICC operatel hpplication Lewel Operation File Operation |

Keylo: I':' leey: IEIDEIEIEIEIDEIDDDDDDDDDDDDDDDDDDDDDDDD futhen |

Selact Current file

Standard Dlata File
FID I Tvpe I ComSe. .. I heces
o1 Standard. .. plain ceeg
oz C3ClicRe. .. plain ceae

ds Write OK!
||:|
E | ||:|

MeEit | IU

4 | 1] ] >

—Record File
|2222334455557788

foSEtID Hu.mRer_'ord|2 ReadRecnrdl Len IS WriteRecord Deletepdl




Application Demo

PICC operatel hpplication Lewel Operation File Operation I

KeyHo: |D Ley: ||:|cujn|:||:||:||:|unnnnnnunnnnnuununnnuuon huthen |

Standard Data File

Select Current file

FID I Type I ComSe. .. I heces
01 Standard. .. plain eeag
oz CyClicke... plain aeee

Desfire | X Length Ia Read | Write |

& Write OE!
|c|
E | |c|

Debit | IU

£ il ] >

—Record File
I3322334455E\E\'ﬂ'88

fosetl':' HW“RECDTdI3 ReadRecordl Lan IB YriteRecord| Deletenll

FESE IR, s Hbhk# ok 0, NumRecord $4& K7 ME, XAEREA L S d R T
%, NumRecord {HBCK, %4510 K BAERT

In this writing test, offset set as 0, and number of record set from 1 to 3,the record will been create
at top if the number is more bigger.

LU IT AR -

Next test reading:

(RFFRAS A, L0 NumRecord [#9{i, 481 MK Huik JF 46 19 NumRecord it

The offset set as 0, change value of number record, you will get records depends the number.
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PICC operatel bpplication Lewel Operation File Operation I

EeyHa: ID key: |nnnnnnnnuannnnnnnaDnnnnnnnaannnn huthen |

~Standard Data File

Select Current file

FID I Tvpe I CamZe. .. I Acces
01 Standard ..  plain eeae
0z CyClicRe. .. plain eeae
Offset ||:| Length IS Read | Write |
—¥alue File
ReadValue | I':|
Credit | fo
Debit | fo
= il ] &
—Record File
I3322334455557788
Elffsetll:' H‘-““REWI’dll ReadRecord | Lan IB WriteRecord| Deletedll

Application Demo

FICC nperatel hpplication Lewel Operation File Operation I

KeyHa: I':| ey IEIEIDEIEIEIEIEIDDDDDDDDDDDDDDDDDDDDDDDD futhen |

—Standard Data File

Select Current file

FIN I Type I Com3e. .. I heecas
o1 Standard. .. plain eseaa
oz CyClicRe... plain eeea
Offset ||:| Length IB Eead | Mfrite |
—¥alue File
Read¥alne | IEl
Credit | fo
Debit | fo
= i ] B
—Recard File
|22223344555577883322334455557788
Offset IEl HumEecord |2 ReadRecord | Len IB friteRecord Deletehll




Application Demo

FICC operatel hpplication Lewel Operation File Operation |

EeyHo: I':| leey: IEIEIEIEIEIDEIEIDDEIEIDDDDDDEIEIDDDDDDEIEIDDDD Authen |

—Standard Data File

Select Current file

FID I Tvpe I CamZe. .. I Aeoces
o1 Standard .. plain aeee
oz CyClicRe. .. plain aeee
fosetID Lengthla Read Write |
~Walue File
Eead¥Walue | Il:|
Credit | o
Debit | [o
i | i} ] l|
—Record File
11223344556B T TEE2222 33445566 TTEE3 322334455608 TTEE
Off=et IE| HumBecord |3 ReadRecord | Len IB WriteRecord| Deletehdll

S Gl N (TP 26 I NG 6 61 A U R ST
Change the value of offset, set the record number as 1, you will get the record address as the
offset.



Application Demo

FICC operatel bpplication Lewel Operation File Operation I

EeyHa: I'I' ey |nnnnnnnnDunnnnnnnnnnnnnaunnnnnnn Authen |

Select Current file

—Standard Data File

FIO I Type I Cam3e. .. I heces
o1 Standard. .. plain eeae
oz CyClicke... plain eeae
Off=et ID Lengthlﬂ Read | Write |
—¥alue File
Read¥alue | I':|
Credit | fo
Debit | fo
{_| 111 ] l|
—Recard File
I2222334455557788
Offzet |1 HumRecnrdIl ReadRecord | Lean IS WriteRecord Deletehll

A BT A EZSC P T SR T, ERAMERR B 0:

You will get all the record if set the offset and record number as O:



Application Demo

FICC operatel #pplication Lewel Operation File Operation |

Select Current file

KeyHa: ID key: |ucuunnnnnunnnnnnuunnnnnnnnnnnnuuu huthen |

Length [

Eead Write |

—Standard Data File
FID I Type I ComZe. .. I foces
o1 Standard .. plain ceee
oz CyClicke. .. plain eeee
Dffzet |0
~¥alue File
ReadV¥alue | ID
Credit | jo
Debit | fo
£ il | L
—Recard File
112233445588 T TE822 22 353445506 T TA5353223534455R6 TTA544223534455BBTTE51 122334455BBTTE822225334455
EBTTEE332233445560BTTSE
fosetl':' HW“RECDYdIU FeadRecord | Lan IE WriteRecord| Deletedll

{ESCPFRAE

Value file operation:

T SGAE SO DA PR A A

First, you should select the value file in left list box:




Application Demo

FICC operate | Application Lewel Operation File Operation I

KeyHo: II:| key: |Q000O0Q0000Q00C0Q00Q0Q00Q0A00Q000
Selact Current file = I Authen |

—Standard Data File

FID I Type I CamZe. . . I heces
ValueFi1le

fosetlﬂ Lengthlﬁ Read | Write |

—W¥Walue File

ReadYalue | IE|
Credit | |o
Debit | o

£ | ] ¥

—Record File
|1 122334455667 TS5

I:Iffsetll:I HW“EE':'erll ReadRacord | Len IS ¥riteRecord Teletepll

ARG AT AR PR X AT 32 s DaddE T
Then you can test read\credit\debit:

Application Demo

FICC operatel #pplication Lewel Operation File Operation I

EeyHo: I':' kay: IDEIEIEII:II:IEIEIEIDDDDDDDDDDDDDDDDDDDDDDD Anthern |
Select Current file

—Standard Data File
FID I Type I ComSe. . . I hoces
03 YalueFile plain eeee
Offzet ||:| Length IB Read | Write |
—Walue File
Read¥alue | IIDDD
Credit | fo
Debit | fo
< i | E
—Record File
|1 12233445566TTEE
fosratlEI HumRecnrdIl EeadRecord | Len IS WriteRecord Dleletedll




Application Demo

FICC operate | pplication Lewel Operation File Operation I

KeyHa: ID key: |D|:||:||:||:|uununuuunuuunuunnnuununnnnu huthen |

Select Current file

—5Standard Data File

FID I Type I ComSe. . . I heces
03 ¥alueFile plain eseaa
fosetlﬂ Length |a Read | frite |
~W¥alue File
Read¥alue | |1|:|1|:|
Credit | |10
Debit | |o
% 1l ] |
—Record File
1122334455667T85
Offset Il:I HumBecord |1 RaadRecord | Len IS WriteRecord Teletedll

Credit ¥alue OK

EREHARE

Changing of key setting

HFEN I, BUE 0 5% 9], Wl 5 ) DU s P v

Select application,you can change the key setting after passed verify key O:



Application Demo

FICC operate Application Lewel Operation IFile Dperationl

App

[ FoI

Eey Setting

|¥ Configuration Changeable
¥ Free Create/Telet
¥ Free Directory Li

¥ 81low Master Eey

Change Key Setting 0K! |

Change Key Access Right (dee): ID

et KeySetting I Changs KeySettingl

Exit |

0oooo0

o000
Feay |

Cha.ngeSetl

i | s "L

B

Change Key

N I SRR T YL T LUE R CEBITT R ALBRAE A 0-14), IXFFEDLT, AL
AT BN

The key is changeable only when the value of access authority if between 0x0 and Oxe

FYNESGEA I T N
The rules of changing key:

o UEPIN VIR RN 0-13 I, BB HY T SIZEAFN, 7FHERESAR
R BRI EE R, AR PR BB ) B A T
When the value of access authority is between 0x0 and 0x0d, and is different from key
number for updating , you must verify the key correspond to access autority for first;

254 AT RCE R H YT AR 1, W BB 2, FRCEUEE A 1
eg.: When the value of access authority is 1, and the value of key number for updating is 2, in
this case,you should verify key 1.

® PNV AR B 14 (OXED I, E1E U PRI EE S I0 U3 §1 500 I (0 B
WA BT 5 77 REMEAT 1B 2
When the value of access authority is OXE, the key number for updating should be verified



before updated.

Z5fl: BAESUEY] 1, TR 1
eg.: For updating key 1, the verify key 1 is needed.



